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Security Awareness
and Training

General Security Awareness Training
Phishing, Ransomware & Email Security
Information Security Baseline
Removable Media and Handling

Cloud Security

Application Security Awareness

Data Protection Awareness

Bespoke Training Programs

Designed to match your specific industry

Targeted to mitigate the risks relevant to your
organisation

Delivered by qualified and experienced professionals
Have the correct content and Multilingual

V/ILT eLearning

Role-Based Security Training

@

Virtual Information Security
Officer (VISO)

* Resource Augmentation
e Multiple Skill Set
e On-demand/ Annual Contract

e Manage Delivery of Information
Security/Cyber Security

e Extensive Knowledge Base

Social Engineering
Awareness

e Develop Social Engineering Awareness Training for
Employees: The Framework

e Awareness Videos

* Awareness Training

e Awareness of Graphics Technology

e Acceptable Use Policy Phishing Simulations
e Skill Assessment



< Data Security @ Data Privacy
and Management

e Data Management and Governance
¢ Data Discovery

Data Privacy Consulting Services

Regulatory Guidance (Middle East, EU)

¢ Data Classification e Privacy Gap Assessment (Auditing & Policy Review)
e Data Governance Definition & Implementation Data Protection Officer Service

¢ Data & Information Life cycle management Data Subject Request Automation

e Data Security Awareness Data Flow Mapping and Vendor Risk Management

e Data Security DLP, DRM & RMS Policy Privacy Impact Assessment (PIA)

Data Protection Impact Assessment (DPIA)

e Privacy Program Automation Tools.

@ Risk & Compliance « Security Strategy

* Risk Management Framework e Security strategy Align with business strategy.
* 1SO 31000, NCRMF, NIST ERM framework » Strategies Framework and Road Map
e S0 27001, 1ISO 22301 Gap Assessment e Future state Vision

& Certification

e Regulatory Compliance NESA, NCA, QCF,
ICS & CIS

* Policies & Procedures
* Integrated Risk Management

e Risk Maturity Model® ERM framework. & Identity & Access Management

¢ Current State assessment

e |AM Framework

e Segregation of Duties

¢ Use Case Definition

¢ Role-based Access Controls

¢ Cloud Identity Management

¢ |AM&PAM Vendor Evaluation and Selection

e Optimize Investment in Security
e Strategic Alliance for Short and Long Terms Objective




Application Security

e Threat & Risk Assessments

e Static Analysis (SAST)

e Interactive Analysis (IAST)

¢ Dynamic Analysis (DAST)

e Penetration Testing Mobile Apps & Web App
e Web Application performance testing

Infrastructure and Incident Response
() Network Security O®

e Data Center Design Consultants e SOC Policies & Procedure Development

e Existing DC Assessment e SOC CMMI Maturity Assessment

e Security Threat & Risk Assessment e NIST SP 800-61 Incident Response: Framework
« Business Continuity (BCPBD ISO 22301) and Key Recommendations

¢ Cybersecurity & Data Privacy Capability Maturity
Model (CIP-CMM)

e Cyber Crisis (Cyber Security Drills) Simulations
e Red Team/Blue Team Exercises
¢ Incident Response /Forensics Services Retainer

e Vulnerability Assessment and Penetration
Testing (VA/PT)



TOOLS AND PLATFORM

CIRCADENCE ¢
—— Gamified Learning ——

Project Area by Circadence is an
immersive, gamified cybersecurity
training platform that helps novice and
seasoned cyber professionals keep their
skills sharp against evolving cyber
threats. The platform uniquely combines
machine learning, single and multiplayer
exercises, and offensive and defensive
missions that mirror real-life scenarios.

%ﬂ CYTOMATE

Al Powered
— Offensive CyberTech ——

Cytomate is a GCC-bred company for
development of proprietary offensive
technologies in security posture
management and threat intelligence, for
both IT & OT environments. It also
provides an array of sophisticated
services, including reverse engineering,
cyber forensics, and penetration testing
along with Al-powered Breach and Attack
Simulation (IT & OT), Deception and
Attack Surface management.

T threatcop

security Starts with People

People Security

@
@ Privacy

Manager

—— Data Privacy Manager ——

A comprehensive privacy solution for
effective personal data management
includes Data Discovery, Data Inventory
Privacy Program Automation. Processing
Inventory (ROPA), Data Subject
Request, Assessment Automation,
Centrally manage third parties, Risk
Management, Consent Management,
Privacy Portal, Data Removal.

Telecom

“Jsvmc

— Vulnerability Management —

Security  Vulnerability =~ Management
Centre (SVMC)isacentralized repository
for documenting and managing findings
arising out of your security assessments.
SVMC helps security teams focus on
finding & remediating vulnerabilities
rather than on documentation and
tracking.

=] Balbix’
A Unified Platform for Cyber

—— Security Services

Matrixshell provides TelecomSecurity
offering automated services, including
telecom network signaling, security testing
and leveraging in-house developed
products for security assessments.

It helps identify and mitigate vulnerabilities,
such as call and OTP interception, billing
bypass VoOLTE/ VoNR/ VoWIFI,
impersonation over the radio network,
session encryption key extraction from
roaming interface and more.

G beam
Cyber Security

Risk Management

Cyber Asset Attack Surface Management
Gain comprehensive visibility of your
attack surface across all environments.
Continuously  ingest, deduplicate,
correlate, and unify asset data across all
tools, including home-grown sources.
Enrich asset data with threats,
vulnerabilities, controls, and business
impact. Identify material assets and risks
quickly, by streamlining cybersecurity and
IT data.

TrustArc

Privacy & Data

Management

Threatcop is a pioneer in People
Security Management (PSM), helping
organizations protect their weakest link
against evolving cyber threats, focusing
on social engineering and email attacks.
AAPE model- assess, aware protect &
empower.

Awareness & Training

Unlock superior cybersecurity with our
advanced, purpose-built tools, designed
to guard your digital presence and propel
your business forward. Cyber security
Awareness & Training firstline of defense
in any organization Protecting sensitive
data during transit is a critical aspect of
information security

Governance

Strengthen your organization with
powerful privacy and data governance
solutions that guarantee compliance,
protect reputations, and build enduring
customer relationships. A Data Subject
Request (DSR), Manages personal data
and enterprise risk, Regulatory
requirements, and best practices,
Streamlines your privacy program

ImmuniWeb"®

Al for Application Security

NetSPI

NLLLL
~_SHE UNIFIED COMPLIANCE FRAMEWORK®
The Science of Compliance’

— Al Platform

ImmuniWeb is a global provider of
Attack Surface Management, Dark web
monitoring, and Application Penetration
Testing Services. ImmuniWeb Al
Platform combines human intelligence
with award-winning Al technology to
offer highest quality of service and best
value for money.

Cyber/.rrow

Automate

CyberArrow GRC’s compliance management solution allows
you to implement standards and regulations straight

out of the box.

There is no need to configure any complex workflows to get
you up and running. Choose from international and or local
standards such as NIST, ISO 27001, PCI-DSS, UAE IA, ISR
V2, SAMA Cyber Security Framework. Track your

Penetration Testing

NetSPI is the leader in enterprise
penetration testing and attack surface
management. It is transforming the
cyber security testing industry with
tech-enabled service and
prevention-based cyber security
techniques.

Your GRC Program

Gnified Compliance ——

Unified Compliance’s common controls
hub. Help compliance professionals
keep pace with the ever-evolving regula-
tory demand, confidently manage risk,
and ease resource and budget barriers.
The UCF is the world’s largest library of
interconnected compliance documents.

SISA

Forensics-driven Cybersecurity

Data Discovery

and Classification Tool

A single platform to discover, identify, and contextualize
sensitive data. A proprietary data discovery algorithm for faster

detection and lower false positives. Actionable insights into

environments.

implementation progress Delegate GRC responsibility across

the organization

info@securelinkme.net |

enterprise data across cloud, on-premises, and hybrid
Enable
semi-structured, & unstructured sensitive data. Protect data
from unauthorized access and prevent data loss.

visibility ~ into  structured,
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